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Abstract—Intrusion Detection Systems (IDS) play a funda-
mental role in safeguarding digital infrastructures against cy-
ber threats. Quantum Machine Learning (QML) presents a
promising frontier in this domain, offering potential computa-
tional speedups and improved management of complex datasets.
However, its practical deployment is currently limited by the
constraints of Noisy Intermediate-Scale Quantum (NISQ) devices.
This work explores the application of various QML approaches,
specifically Quantum Support Vector Classifiers (QSVC), Varia-
tional Quantum Classifiers (VQC), and hybrid quantum-classical
neural networks for anomaly detection tasks. The models were
fine-tuned and benchmarked using the ToN_IoT dataset, with
performance assessed on IBM’s noisy quantum simulators to
evaluate their behavior under realistic noise conditions. Results
indicate that the Pegasos-QSVC model outperformed others,
reaching an accuracy of 93.05% and an F1 score of 93.73%.
Through a comparative analysis of different circuit architectures,
this study identifies strategies to improve the robustness of QML
systems, emphasizing their emerging potential in cybersecurity
scenarios.

Index Terms—Anomaly detection, QSVM, VQC, Hybrid
Quantum-classical Neural Networks (HQNN), NISQ, Quantum
Noisy Simulators.

With the increasing complexity of modern network in-
frastructures and the continuous evolution of cyberattacks
becoming ever more sophisticated, information security, au-
thentication [1], attestation [2], and malware detection [3] have
taken on unprecedented importance [4].

Machine Learning (ML) techniques have shown significant
success in enhancing Intrusion Detection Systems (IDS) [5],
[6]. In parallel, Quantum Machine Learning (QML) [7] is
gaining traction as a next-generation approach, with the po-
tential to outperform classical methods in certain contexts.
Leveraging quantum parallelism and state representation ca-
pabilities, QML can handle complex, high-dimensional data
more efficiently, potentially leading to faster training times
[8] and improved detection performance [9]. Among the most
actively studied QML paradigms are Quantum Support Vector
Machines (QSVM), Variational Quantum Classifiers (VQC),
and hybrid quantum-classical neural networks [10].

However, a significant limitation in current research is the
reliance on idealized simulators that overlook the challenges
introduced by hardware noise [11], [12]. Since NISQ-era quan-
tum devices are affected by errors such as decoherence and
imperfect gate operations, evaluations that ignore these aspects
may misrepresent the true capabilities of QML models. While
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testing on real quantum machines is valuable for validation, it
is often resource-intensive and costly.

An effective compromise is the adoption of noisy quantum
simulators, such as those offered by IBM, which allow for
controlled testing environments that emulate real hardware
imperfections. These platforms support the refinement of
QML architectures under more realistic conditions, enabling
researchers to assess model resilience and devise strategies for
noise mitigation without incurring high operational costs. In
this context, the ToN_IoT dataset [13], specifically designed
for cybersecurity in Industry 4.0, IoT, and IIoT ecosystems,
provides a robust benchmark for evaluating anomaly detection
capabilities in QML-based IDS models.

This work makes the following key contributions:

e An in-depth analysis of the performance of Pegasos-
QSVC, VQC, and hybrid quantum-classical neural net-
works, evaluated using the ToN_IoT dataset across vari-
ous model configurations.

o Experimental validation of the top-performing configura-
tions using IBM’s noisy quantum simulators, providing
a meaningful contribution to the field by assessing QML
robustness in noisy environments.

o An in-depth analysis of circuit design choices to deter-
mine their impact on noise resilience, offering a practical
guidelines for selecting quantum circuit structures opti-
mized for specific noise profiles.

This work is organized into these sections: Section I pro-
vides the background, explaining QML models used, and Sec-
tion II reviews the related work. Section III details the method-
ology, including data preprocessing and the use of quantum
computing tools and noisy simulators. Section IV presents
the optimization and performance analysis of Pegasos-QSVC,
VQC, and hybrid neural network models. Finally, Section V
summarizes the findings and discusses the impact of noise and
Section VI concludes and outlines future directions.

I. BACKGROUND

QML is an emerging discipline that combines machine
learning theory with the principles of quantum computing.
QML has the potential to enhance algorithm execution speed
and improve the management of high-dimensional data, offer-
ing significant advancements in both efficiency and scalability.



There are some QML algorithms that have shown good
performances in literature [14].

One of particular interest is the Quantum Support Vector
Machine (QSVM), a quantum version of the classical Support
Vector Machine (SVM) algorithm. In classical SVMs, the
kernel trick is used to map data into a higher-dimensional
space. Similarly, QSVM applies this concept but transforms
the data into a quantum feature space [15], [16]. Another
algorithm based on SVM that utilizes the quantum kernel
method is the Pegasos-QSVC. Inspired by the Pegasos algo-
rithm (Primal Estimated sub-GrAdient SOlver for SVM) [17],
it employs a stochastic gradient descent approach to solve the
primal optimization problem of SVMs. Unlike standard SVMs,
which require processing the entire dataset at each iteration,
Pegasos updates model parameters using only a small subset
of the data, thereby reducing computational costs and ensuring
training complexity is independent of the training set size.

The VQC is a quantum model inspired by classical neural
networks, particularly the multilayer perceptron. It employs
a parameterized quantum circuit trained with classical opti-
mization methods to perform classification tasks. As a type
of variational quantum algorithm (VQA), the VQC depends
heavily on the choice of ansarz, the structure of the quantum
circuit, which directly affects the algorithm’s expressiveness
and performance. In this work, we explore four specific
ansatzes: Two-Local, Pauli Two-Design, Real Amplitudes, and
EfficientSU2, each designed with distinct features and trade-
offs suited to various quantum computing problems.

Two-Local is a variational quantum circuit composed of
repeated layers of rotations and entanglement. Standard gates
commonly used in the literature and defined in the documenta-
tion have been applied: Ry gates for rotations and C' X gates
for entanglement.
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Fig. 1: Example of a Two-Local circuit with 3 qubits and 3
repetitions.

Pauli Two-Design is a variant of the Two-Local. It starts
with an initial rotation around the Y'-axis with an angle of 7.
The subsequent layers alternate between rotations around the
X, Y, or Z axes and entanglement layers.

Real Amplitudes is also derived from the Two-Local. It
generates a trial wavefunction by repeatedly applying rota-
tions around the Y-axis on the qubits and using CX gates
for entanglement. As the name suggests, the wavefunction
amplitudes are restricted to real values, which can simplify
the optimization problem in some cases.

EfficientSU2 is a hardware-efficient variational quantum
circuit. The name SU2 refers to the special unitary group
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Fig. 2: Example of a Pauli Two-Design circuit with 3 qubits
and 3 repetitions.
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Fig. 3: Example of a Real Amplitudes circuit with 3 qubits
and 3 repetitions.

of dimension 2, which includes all 2 x 2 complex matrices
with a determinant equal to 1. Compared to other ansatzes, it
uses a larger number of rotation gates, combining Ry and Rz
rotations in each repetition.
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Fig. 4: Example of a EfficientSU2 circuit with 3 qubits and 3
repetitions.

An other model is the hybrid classical-quantum neural
network, implemented by integrating a parameterized quantum
circuit as a hidden layer.

II. RELATED WORK

As the application of QML for cybersecurity and specifi-
cally for intrusion detection continues to advance, we provide
a review of relevant studies, showcasing different quantum
techniques, models, and their experimental results on various
datasets.

A 20-qubit QNN was implemented in [11], using three
hidden layers for intrusion detection on the CSE-CICIDS2018
dataset, reporting a 95% accuracy and 97% F1 score. The
use of a noiseless setup limited insights on noise resilience.
A different study [18] developed a QNN using single qubits
per feature with rotational encoding on the x-axis, utilizing
8 qubits tested on IonQ’s quantum computers. Optimized
with SGD, this approach achieved an F1 score of 0.86 on
the NF-UNSW-NB15 dataset. The CIC-DDoS 2019 dataset
has been used in [19], developing a QNN-based intrusion



detection system using with COBYLA optimization on IBM’s
simulator. The model achieved an accuracy of 92.63% and
F1 score of 92.11% on statevector simulation, while local
computation accuracy reached 80.69%, indicating a significant
impact of noise. A quantum federated learning approach was
implemented in [20] using QNN with AngleEmbedding for
NSL-KDD, reporting a 98% accuracy with 5 to 15 clients.
The use of multiple clients enhanced performance, although
noise impact was not considered.

A variational QNN-based intrusion detection was proposed
in [21], tested on KDD Cup 99 reached an accuracy of 97.81%
and an F1 score of 98.35% on noiseless IBM hardware. Noise
reduced F1 to 83.87%, highlighting the importance of noise
mitigation for quantum-enhanced models. On the same dataset,
this study [22] implemented QSVM and VQC with minimal
features, reporting accuracies between 60-64% and an F1 score
of 45%. The study [23] employed EfficientSU2 and COBYLA
optimizer in a VQC model on NSL-KDD, resulting in 90%
accuracy in IBM quantum simulators. Further research [24],
[25] introduced generative models, though no specific metrics
or code were provided.

An hybrid QNN architecture has been introduced in [12],
combining quantum layers with Dense classical layers for
KDD99 and CICIDS-2017 datasets, achieving high accura-
cies of 99.81% and 98.74% not considering the noise. An
evaluation of Botnet DGA classification has been proposed in
[26], using noise models derived from IBM quantum devices.
Their results demonstrated accuracy reaching up to 94.7% with
n = 100 samples, 93.9% with n = 1,000 samples, and 89.7%
with n = 10, 000 samples, showing a performance degradation
with an increasing number of samples. An other hybrid model
was presented in [27], consisting of a variational adversar-
ial encoder and fuzzy Gaussian quantile neural network for
UNSW-NBI1S5, achieving 95% accuracy and a lower F1 score
of 72%.

The work [28] focused on dimensionality reduction, demon-
strating that quantum autoencoders outperform PCA on the
UNB NSL-KDD and UNSW NB15 datasets. With 150 training
examples, the model achieved accuracies of 0.75 and 0.93,
respectively. The study [29] integrated quantum autoencoders
with quantum one-class SVM, quantum random forest, and
quantum k-nearest neighbors. For KDD99, 10T-23, and CIC-
IoT23 datasets, F1 scores of 97%, 96%, and 98% were
achieved. Noise effects were not specified, leaving a general
uncertain.

The study [30] utilized a QSVM for detecting DDoS attacks
on smart micro-grids. Exploiting a sample of 38 features and
2950 data points selected as dataset, authors report an accuracy
of 99.94% which, while noteworthy, appears unusually high
given the typical challenges in this domain. Without sufficient
evidence of rigorous validation on independent datasets, it
remains unclear whether the reported performance genuinely
reflects the model’s ability to generalize beyond the training
set.

In the preprint [31], Abreu et al. evaluated QML mod-
els, including VQC, QSVM, QKM, and QCNN, on datasets

UNSW-NB15, CIC-IDS17, CICIoT23, and TONIoT. Person-
alized circuit optimization contributed to improved results,
with VQC and QSVM models achieving a 97% F1 score on
ToNIoT. QCNN emerged as the most effective model across
scenarios. However, this work does not delve into the use of
an increasing number of qubits and is limited to examining
only 4 feature maps. Therefore, it has not yet undergone peer
review, requiring further validation.

QSVM and QCNN for intrusion detection was explored
in [32], achieving 98% accuracy on custom data streams
without a noise model. The absence of a detailed setup on
quantum simulation limits reproducibility. The convolutional
approach was also explored in [33], together with a Variational
Quantum Neural Network (VQNN) on UNSW-NBI15 dataset.
In noiseless conditions, the model reached a 95.86% F1 score,
dropping to 80.62% under noisy conditions.

Table I provides a summary of recent quantum and hybrid
quantum-classical models applied to intrusion and anomaly
detection. Although these models exhibit strong performance
across diverse datasets, their resilience to noise either remains
unaddressed or yields limited results.

Therefore, rather than aiming to surpass classical methods,
which have already reached peak performance in some cases
[34], the goal of this work is to enhance current QML
models to be resistant to quantum noise, enabling their future
application once hardware technology advances sufficiently
and to support more complex data. We systematically tested
various quantum circuit configurations to understand which
characteristics make them more resilient to noise. By evaluat-
ing different quantum circuits across multiple noisy simulators,
we identified which configurations are best suited for specific
noise profiles. These insights provide valuable guidelines for
selecting circuit structures that naturally mitigate noise effects.

III. METHODOLOGY

This section outlines the approach taken to prepare the
dataset, implement and optimize quantum machine learning
models, and evaluate their performance under realistic quan-
tum conditions.

A. Data preprocessing

The dataset was preprocessed by removing irrelevant fea-
tures, handling missing values, eliminating duplicates, and
encoding categorical data. It was split into training and testing
sets, min-max scaling normalized values, and PCA reduced
dimensionality, ensuring the dataset was optimized for classi-
fication and quantum model compatibility.

B. OML models configuration

In this work, we have configured and evaluated three QML
models. As our QSVM model, we used the Pegasos-QSVC
algorithm. The methodology for hyperparameter optimization
is summarized in Figure 5. Following the preprocessing stage,
we tested different values of the regularization parameter to
identify the optimal configuration. Subsequently, various fea-
ture maps, numbers of qubits, and repetitions (reps) were ex-
plored to assess their impact on the model’s performance. The



Reference Model / Approach Dataset(s) Performance Metrics Noise Consideration

[11] 20-qubit QNN with 3 hidden layers | CSE-CICIDS2018 Accuracy: 95%, F1 Score: 97% Not considered

[18] QNN with rotational encoding on | NF-UNSW-NBI15 F1 Score: 0.86 TonQ’s quantum comput-

8 qubits ers, native gate optimiza-
tion

[12] Hybrid QNN with Dense classical | KDD99, CICIDS-2017 Accuracy:  99.81%  (KDD99), | Not considered

layers 98.74% (CICIDS-2017)

[26] Hybrid quantum-classical model Botnet DGA dataset Accuracy: 89.7% (n = 10, 000) Noise models derived
from IBM  quantum
devices

[27] Hybrid model with variational ad- | UNSW-NBI15 Accuracy: 95%, F1 Score: 72% Not considered

versarial encoder
[19] QNN with COBYLA optimization | CIC-DDoS 2019 Accuracy: 92.63% (statevector), | Significant impact of
80.69% (noisy computation) noise
[20] Quantum  Federated Learning | NSL-KDD Accuracy: 98% Not considered
(QNN with AngleEmbedding)

[21] Variational QNN for intrusion de- | KDD Cup 99 F1 Score: 98.35% (noiseless), | Significant impact of

tection 83.87% (noisy) noise

[22] QSVM and VQC with minimal | KDD Cup 99 Accuracy: 60-64%, F1 Score: 45% | Not specified

features
[23] VQC with EfficientSU2 and | NSL-KDD Accuracy: 90% Not specified
COBYLA optimizer

[24] qGAN model NSL-KDD No specific metrics provided Not specified

[25] Generative model for anomaly de- | Unspecified No performance metrics provided Not specified

tection

[28] Quantum autoencoder for dimen- | UNB NSL-KDD, UNSW NB15 Accuracy: 0.75 (NSL-KDD), 0.93 | Not specified

sionality reduction (UNSW NB15)

[29] Quantum autoencoder with quan- | KDD99, IoT-23, CIC-10T23 F1 Score: 97%, 96%, 98% Not specified

tum one-class SVM

[30] QSVM for DDoS detection on | Custom Accuracy: 99.94% Not considered

smart micro-grids

[32] QSVM, QCNN for intrusion detec- | Custom data streams Accuracy: 98% No noise model specified

tion

[33] VQNN with convolutional ap- | UNSW-NBI5 F1 Score: 95.86% (noiseless), | Significant impact of

proach 80.62% (noisy) noise
TABLE I: Comparison of Quantum Machine Learning Models for Intrusion Detection
best-performing configurations were then evaluated on noisy —
quantum simulators to validate their robustness. For the VQC -
model, different ansatz designs and optimizers were tested to PREPROCESSING &> En‘
optimize the performance of the classifier. The methodology oo ‘
applied to this process is outlined in Figure 6. The structure gl ;

of the hybrid quantum-classical neural network is presented
in Figure 7. The quantum circuit used in the model consists
of a feature map and an ansatz. The classical component was
developed using fully connected layers, which were employed
to project data from one dimension to another. Each linear
layer is followed by a non-linear activation function, such as
ReLU, which introduces non-linearity into the model, enabling
the network to learn complex representations of the data.

All the circuit components, such as the feature map
and ansatz, were modeled using the giskit pack-
age (version 1.1). The QML models were implemented
with giskit-machine-learning (version 0.7), and
the optimizers used for VQC were sourced from the
giskit_algorithms package. For the implementation of
the hybrid quantum-classical model, the Torch library was
employed.

C. Noisy quantum computation

Real quantum devices are subject to imperfections caused
by various types of errors, including qubit decoherence,
gate errors, and environmental noise, which can compromise
computational reliability. Several key metrics are critical for
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Fig. 5: QSVC configuration optimization methodology

evaluating the performance and reliability of quantum systems,
including T1, T2, readout error, and gate errors such as
rz, sx, X, and cx errors. Each metric reflects a different
aspect of the challenges faced in maintaining and manipulating
delicate quantum states.T1, the relaxation time, measures how
long a qubit can stay in an excited state before decaying
to its ground state. A longer T1 is desirable for extended
computation but is limited by environmental noise and material
properties. Similarly, T2, the dephasing time, indicates how
long a qubit maintains coherence between quantum states,
critical for superposition. T2 is often shorter than TI, as
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Fig. 7: Hybrid quantum-classical neural network structure

it includes both energy relaxation and phase noise. Readout
error reflects inaccuracies in measuring qubit states. Even if
operations are performed perfectly, high readout error can
distort results. Gate errors occur during qubit operations, with
rz gates typically having minimal errors due to their virtual
implementation, while single-qubit gates like sx and x face
challenges from control inaccuracies. The cx (CNOT) gate,
essential for entanglement, often exhibits the highest error
rates due to its complexity and sensitivity to noise. These
metrics are deeply interconnected. Shorter T1 and T2 times
constrain computation time, while high gate and readout errors
compound inaccuracies, including relaxation times (7}), co-
herence times (7%), and error rates for operations like quantum
gates.

Due to the high computational cost and long queue times
associated with running large numbers of configurations, we
did not test our proposed quantum machine learning methods

on actual devices. Instead, we relied on noisy simulators,
which provided a more practical alternative for evaluating
several configurations, especially for deep circuits and larger
datasets. The selected quantum circuits were tested under noisy
conditions using fake backends provided by IBM, which are
designed to mimic the behavior of IBM Quantum systems
and are built using system snapshots. These snapshots contain
information about the simulated quantum device, such as
the coupling map, which describes the physical connections
between qubits, and the qubit properties. Noisy simulation
obviously produces different results compared to the ideal
one. However, starting with noise-free simulations represents a
useful approach, as adding noise is computationally expensive.
Ideal simulations thus serve as an initial baseline from which
to explore various aspects further.

IV. OPTIMIZATION AND RESULTS

In this section, we outline the search parameters used for
the optimization process and describe the steps taken to fine-
tune the models. For each of the three models, the results of
the best evaluations are presented, both under noiseless and
noisy simulation conditions.

A. Pegasos-QSVC

The Pegasos-QSVC model has been used for this research
instead of QSVC because it allows achieving good results in
relatively short times, as it is independent of the size of the
training set.

1) Regularization Parameter C: An initial element ex-
plored is the regularization parameter C' of the PegasosQSVC
function, which influences the balance between the regulariza-
tion term and the classification error term in the SGD update
rule. As mentioned in [35], a higher C' reduces penalties for
misclassified points, resulting in wider margins and better
generalization but increasing the risk of bias or underfitting.
Conversely, a lower C forces the algorithm to fit misclassified
points more closely, leading to narrower margins and a risk of
overfitting while capturing more complex patterns.

The performance of the Pegasos-QSVC algorithm was an-
alyzed for different values of the regularization parameter C,
Table II. Higher C' values (1000 and 100) result in strong
performance, with metrics exceeding 91% and a balanced F1-
Score. Therefore, C' = 1000 was selected as the optimal
parameter.

In addition to setting the parameter C, it is also necessary
to specify the number of steps 7 to execute during the
training procedure. An analysis was conducted to determine
the optimal number of steps by testing values of 20, 50, 100,
200, and 500. The result that balances execution time and
accuracy was achieved with 100 steps.

2) Feature Map: Classical data was encoded into quan-
tum data using angle encoding with predefined circuits in
Qiskit, including PauliFeatureMap, ZFeatureMap, and ZZFea-
tureMap. The ZZFeatureMap employed three entanglement
types: full, linear, and circular. For the PauliFeatureMap, var-
ious rotation combinations ("X", "Y", "XX", "XZ", "zX",



Pegasos Accuracy | Precision | Recall | F1-Score
QSvC

C= 1000 92,25% 92,77% 97,18% 94,92%
C= 100 91,61% 92,02% 97,18% 94,53%
C=10 79,16% 89,48% 81,65% 85,39%
C=1 74,56% 74,56% 100% 85,42%
C=0.1 74,56% 74,56% 100% 85,42%
C=0.01 74,56% 74,56% 100% 85,42%

TABLE II: Pegasos-QSVC performances for several C' values

"yz","zy","zZ,Yy","z,xx","z,Y, zz") were explored.
The number of repetitions, representing how many times
encoding operations are repeated in the circuit, was analyzed
at 1, 2, and 3 repetitions to balance pattern complexity and
hardware noise. Additionally, experiments varied the number
of qubits (2 to 10) to examine the model’s performance across
different configurations.

3) Execution results: The total number of experimental
results amounts to 378, derived from testing configurations
with 2 to 10 qubits, 14 feature maps, and 1 to 3 repetitions
for each feature map. The tests were conducted initially on
a noiseless simulator and subsequently on a noisy simulator
to optimize the number of tests. The Table III shows the
configurations of the models which have obtained the best per-
formances.Observing the results as a function of the number of
qubits (q), it is immediately evident that the use of two or three
qubits does not yield good results, except for some isolated
cases. The model’s accuracy improves with an increase in
the number of qubits; however, beyond a certain threshold
(around 6-7 qubits), the improvement tends to stabilize. This
behavior indicates that the models no longer benefit from
adding more qubits, suggesting that the system is reaching
a saturation point. Regarding the number of repetitions (r),
it has been observed that increasing it tends to enhance the
stability of the results. However, this does not lead to signif-
icantly better performance, while it increases the complexity
of the circuit. Regarding the FeatureMaps, the ZZFeatureMap
with Full and Circular entanglement generally performs bet-
ter than the Linear configuration, particularly with one or
two repetitions. However, with three repetitions, the Linear
configuration surpasses the others, demonstrating improved
effectiveness with increased repetitions. The "z, YY" feature
map consistently ranks among the top-performing configura-
tions, showing robust effectiveness across varying numbers
of qubits and repetitions. Feature maps without entanglement
("xX", "Yy", and "Z") are less stable compared to entangled
configurations but can still achieve high performance in some
cases.

4) Noisy simulation: Since the maximum number of qubits
used in the selected combinations is 7, fake backends with 7
qubits were considered. Among the available fake backends,
three were selected: FakeLagosV2, FakeNairobiV2, and
FakePerth. While these backends share the same qubits
architecture, they differ in their associated error levels. The
selection aimed to explore various noise conditions, as each

fake backend introduces different types and intensities of
errors. Specifically, FakeLagosV2, as shown in Tables VI,
IX, was chosen for its good single-gate error probability
but high two-qubit gate error and readout error, whereas
FakeNairobiV2, Tables V , VIII, and FakePerth, Tables IV,
VII, are characterized by higher gate error levels but lower
readout error and two-qubit gate error.

Data represented in these tables has been collected from the
latest snapshot of 2024-05-27.

The QSVC models have been tested on these noisy sim-
ulators, Table X. The results show a decline in performance
when noise is introduced. Specifically, the highest value in the
ideal simulation, obtained with PauliFeatureMap[Z, XX] using
2 repetitions and 6 qubits, becomes the worst when noise is ap-
plied. In contrast, the ZFeatureMap shows good performance
even in the presence of noise, maintaining high results across
all three noisy models. The results vary depending on the type
of Fake Backend used, highlighting how the errors specific
to each backend impact performance differently. In particular,
FakeLagos is more sensitive to feature maps with a higher
number of CX gates because it experiences greater errors for
this type of gate compared to the other two backends. For
example, it performs well when using the ZFeatureMap, which
does not involve entanglement between qubits, compared to
cases with greater entanglement, such as the PauliFeatureMap
[ZX].

B. VOC

The analysis considers the same 14 Feature Maps as in
the Pegasos-QSVC model, combined with the four most
commonly used parameterized circuits (ansatz) provided by
Qiskit: RealAmplitudes, EfficientSU2, TwoLocal, and PauliT-
woDesign. The number of repetitions for the Feature Map was
set to 1, while the repetitions for the variational circuit were
analyzed for values of 1, 2, and 3 and a number of qubits
between 2 and 8, for a total of 1176 tests.

From the obtained results, the best performance is achieved
with 3—4 qubits, unlike the Pegasos-QSVC model, where, as
previously mentioned, 5-6 qubits are required. This outcome
was expected since the VQC is significantly more complex,
combining a feature map, a parameterized circuit, and varying
repetitions. However, in many cases, good results are also
obtained with 5 or 6 qubits, highlighting how different com-
binations and configurations can yield varied behaviors.

1) Ansatz and FeatureMap analysis: EfficientSU2 is the
ansatz that performs best on average and achieves the high-
est maximum values across all repetition settings, with the
average accuracy increasing from 75.50% to 79.05% as the
repetitions increase from 1 to 3. RealAmplitudes is another
ansatz that performs well, with a noticeable improvement in
average performance from 73.02% (r=1) to 77.99% (r=3).
TwoLocal shows lower performance compared to the other
two ansatzes but remains consistent. PauliTwoDesign has the
worst performance, even though it improves with the number
of repetitions.



Best FeatureMap Accuracy | Precision Recall F1 Score | Balanced Accuracy

q=6, ZZFeatureMap (Linear), r=1 94,12% 96,10% 96,01% 96,05% 92,29%
q=6, PauliFeatureMap [ZX], r=1 94,16% 96,04% 96,13% 96,09% 92,26%
q=4, PauliFeatureMap [Z,YY], r=1 93,17% 93,91% 97,15% 95,50% 89,34%
q=7, ZFeatureMap, r=2 95,44% 96,93% 96,96% 96,94% 93,98%

q=5, PauliFeatureMap [XX], r=2 94,14% 96,22% 95,91% 96,06% 92,43%
q=6, PauliFeatureMap [Z,XX], r=2 95,61% 97,11% 96,99% 97,05% 94,27%
q=4, PauliFeatureMap [Z,Y,ZZ], r=2 94,57% 95,89% 96,86% 96,37% 92,35%
q=5, ZZFeatureMap (Linear), r=3 94,35% 95,65% 96,83% 96,24% 91,96%

TABLE III: Pegasos-QSVC configurations with best performances

Qubit T1 (us) T2 (us) Readout Error
1 55.93 95.07 0.0287
2 123.02 49.93 0.0254
3 195.38 57.13 0.0326
4 160.72 271.22 0.0290
5 51.43 56.56 0.0308
6 93.48 123.55 0.0431
7 154.41 213.50 0.0195

TABLE IV: T1, T2, and Readout Error values for each qubit
in FakePerth.

Qubit  T1 (us) T2 (us) Readout Error
1 89.12 15.79 0.0580
2 87.27 126.40 0.0199
3 133.24 127.14 0.0193
4 74.94 76.00 0.0223
5 131.22 106.13 0.0183
6 80.65 12.04 0.0225
7 76.64 126.21 0.0258

TABLE V: T1, T2, and Readout Error values for each qubit
in FakeNairobi.

The average performance for each ansatz improves as the
number of repetitions increases. However, while performance
increases with r for all ansatzes, the improvement is not
uniform. Figure 8 summerizes the results on the ansatzes used
for the reps applied.

After confirming that r=3 is the best of the tested config-
urations for the ansatz, we analyze the results obtained with
this value and show the best configurations in Table XI.

The results show that PauliFeatureMap [X] and PauliFea-
tureMap [XX] cannot classify the data effectively, regardless
of the feature map used or the number of qubits; for this
reason it has not been put in the Table XI. Conversely,
the ZZFeatureMap, in all its entanglement variants, exhibits
superior performance, with higher average and maximum
values compared to other configurations. Applying the VQC
to this dataset reveals that configurations involving an X-
rotation tend to yield lower results compared to those using
Z- and Y -rotations. Additionally, it can be observed that
PauliFeatureMap [Y] achieves very high values across all
ansatz combinations.

2) Optimizer analysis: The choice of optimizer plays a
crucial role in determining the efficiency of a variational
quantum algorithm.In addition to COBYLA, other optimizers
were considered in this work. As shown in Table XII, the

Qubit  T1 (us) T2 (us) Readout Error
1 146.27 33.30 0.1690
2 92.22 93.08 0.1362
3 105.44 83.08 0.4638
4 120.91 57.86 0.0167
5 100.22 24.44 0.0292
6 88.07 72.40 0.2619
7 181.83 125.43 0.3480

TABLE VI: T1, T2, and Readout Error values for each qubit
in FakeLagos.

Qubits | Gate | Name | Gate Error
0-6 1z rz0-6 0
0 SX sx0 0.00024
1 SX sx1 0.00037
2 SX sx2 0.00040
3 SX sx3 0.00033
4 SX sx4 0.00043
5 SX sx5 0.00053
6 SX sx6 0.00040
0 X x0 0.00024
1 X x1 0.00037
2 X x2 0.00040
3 X x3 0.00033
4 X x4 0.00043
5 X x5 0.00053
6 X X6 0.00040
6,5 cX cx6_5 0.0130
4,5 cX cx4_5 0.0170
3,5 cX cx3_5 0.0086
3,1 cX cx3_1 0.0048
2,1 cX cx2_1 0.0079
0,1 cX cx0_1 0.0069

TABLE VII: RX, SX, X, CX gate errors for each qubit or
couple of qubits in FakePerth.

analysis focused on the best results obtained with COBYLA,
SPSA, NFT, NELDER MEAD, and POWELL, all executed
with a maximum of 200 iterations.

The results demonstrate the performance of various opti-
mizers applied to different configurations of quantum clas-
sifiers. Among the optimizers, COBYLA generally achieves
the highest accuracies, SPSA and NFT also perform well, but
are less stable. Interestingly, NELDER MEAD and POWELL
achieve competitive results in specific cases, such as =3,
ZZFeatureMap (Circular), EfficientSU2, r=2, where NELDER
MEAD achieves 94.21% accuracy. The findings suggest that
the choice of optimizer significantly impacts performance and
should be carefully selected based on the configuration and
circuit design.



Qubits | Gate | Name | Gate Error
0-6 v 120-6 0
0 SX sx0 0.0004
1 SX sx1 0.0003
2 SX sx2 0.0002
3 SX sx3 0.0004
4 SX sx4 0.0005
5 SX sx5 0.0008
6 SX SX6 0.0003
0 X x0 0.0004
1 X x1 0.0003
2 X x2 0.0002
3 X X3 0.0004
4 X x4 0.0005
5 X x5 0.0008
6 X X6 0.0003
6,5 cX cx6_5 0.0107
5,4 cX cx5_4 0.0070
53 cX cx5_3 0.0126
1,3 cX cx1_3 0.0068
2,1 cX cx2_1 0.0070
0,1 cX cx0_1 0.0086

TABLE VIII: RX, SX, X, CX gate errors for each qubit or
couple of qubits in FakeNairobi.

Qubits | Gate | Name | Gate Error
0-6 rz rz0-6 0
0 SX sx0 0.00016
1 SX sx1 0.00025
2 SX sx2 0.00029
3 SX sx3 0.00029
4 SX sx4 0.00025
5 SX sX5 0.00030
6 SX SX6 0.00021
0 X x0 0.00016
1 X x1 0.00025
2 X x2 0.00029
3 X x3 0.00029
4 X x4 0.00025
5 X x5 0.00030
6 X X6 0.00021
5,6 cX cx5_6 0.0202
5,4 cX cx5_4 0.0083
3,1 cX cx3_1 0.0107
3,5 CcX cx3_5 0.0290
2,1 cX cx2_1 0.0103
0,1 cX cx0_1 0.0094

TABLE IX: RX, SX, X, CX gate errors for each qubit or
couple of qubits in FakeLagos.

3) Noisy simulation: Table XIII summarizes the perfor-
mance of VQC on Fake Nairobi, Fake Lagos, and Fake
Perth. The configuration 3 QUBIT, PauliFeatureMap [Y],
RealAmplitudes(REPS=2), SPSA consistently delivers the best
overall results, achieving high accuracy, precision, recall, and
F1-scores across all noise models, with accuracy above 91%
and F1-Score up to 94.19%. In contrast, the configuration 5
QUBIT, PauliFeatureMap [Z, YY], EfficientSU2 (REPS=2),
SPSA shows significant performance drops, especially on
Fake Lagos and Fake Perth, with balanced accuracies falling
to 50.00%. FakeNairobi and FakePerth perform better than
FakeLagos with circuits that require more entanglement, such
as the ZZFeatureMap, and with EfficientSU2, which is more
complex compared to Real Amplitudes.

Configuration

Fake Nairobi

Fake Perth

Fake Lagos

6 QUBIT, PauliFea-
tureMap [ZX], reps=1

Acc: 93,03%
Precision: 95,42%
Recall: 97,17%
F1-Score: 93,71%
Acc B: 89,05%

Acc: 88,10%
Precision: 93,31%
Recall: 90,62%
Fl1-Score: 91,95%
Acc B: 85,79%

Acc: 88,10%
Precision: 93,31%
Recall: 90,62%
F1-Score: 91,95%
Acc B: 85,79%

4 QUBIT, PauliFea-
tureMap [Z,YY], reps=1

Acc: 83,25%
Precision: 86,42%
Recall: 91,98%
F1-Score: 89,12%
Acc B: 74,82%

Acc: 91,07%
Precision: 91,44%
Recall: 97,12%
F1-Score: 94,19%
Acc B: 85,23%

Acc: 91,54%
Precision: 91,99%
Recall: 97,15%
F1-Score: 94,50%
Acc B: 86,18%

5 QUBIT, ZFeatureMap,
reps=1

Acc: 93,05%
Precision: 95,43%
Recall: 97,18%
F1-Score: 93,73%
Acc B: 89,07%

Acc: 93,05%
Precision: 95,43%
Recall: 97,18%
F1-Score: 93,73%
Acc B: 89,07%

Acc: 93,05%
Precision: 95,43%
Recall: 97,18%
F1-Score: 93,73%
Acc B: 89,07%

7 QUBIT, ZFeatureMap,
reps=2

Acc: 82,37%
Precision: 92,28%
Recall: 83,33%
F1-Score: 87,58%
Acc B: 81,45%

Acc: 90,43%
Precision: 90,23%
Recall: 97,75%
F1-Score: 93,84%
Acc B: 83,37%

Acc: 82,37%
Precision: 92,28%
Recall: 83,33%
F1-Score: 87,58%
Acc B: 81,45%

5 QUBIT, PauliFea-
tureMap [XX], reps=2

Acc: 91,28%
Precision: 91,69%
Recall: 97,15%
F1-Score: 94,34%
Acc B: 85,67%

Acc: 89,84%
Precision: 96,23%
Recall: 89,89%
F1-Score: 92,96%
Acc B: 89,79%

Acc: 82,42%
Precision: 91,02%
Recall: 84,79%
F1-Score: 87.80%
Acc B: 80,14%

6 QUBIT, PauliFea-
tureMap [Z,XX], reps=2

Acc: 74,56%
Precision: 74,56%
Recall: 100%
F1-Score: 85,42%
Acc B: 50,00%

Acc: 74,56%
Precision: 74,56%
Recall: 100%
F1-Score: 85,42%
Acc B: 50,00%

Acc: 74,56%
Precision: 74,56%
Recall: 100%
Fl1-Score: 85,42%
Acc B: 50,00%

5 QUBIT, ZZFeatureMap
(Linear), reps=3

Acc: 83,25%
Precision: 86,42%
Recall: 91,98%
F1-Score: 89,12%
Acc B: 74,82%

Acc: 92,11%
Precision: 94,83%
Recall: 97,08%
F1-Score: 92,68%
Acc B: 87,31%

Acc: 83,25%
Precision: 86,42%
Recall: 91,98%
F1-Score: 89,12%
Acc B: 74,82%

4 QUBIT, PauliFea-
tureMap [Z,Y,ZZ], reps=3

Acc: 83,25%
Precision: 86,42%
Recall: 91,98%
F1-Score: 89,12%
Acc B: 74,82%

Acc: 83,25%
Precision: 86,42%
Recall: 91,98%
F1-Score: 89,12%
Acc B: 74,82%

Acc: 83,25%
Precision: 86,42%
Recall: 91,98%
F1-Score: 89,12%
Acc B: 74,82%

TABLE X: Pegasos-QSVC performance of best configurations
on Fake Nairobi, Fake Lagos and Fake Perth

C. Hybrid Classical-Quantum Neural Network

1) Structure: The generic structure is described in Figure

7. The quantum circuit used in the model consists of a
feature map and an ansatz. Since the context involves neural
networks, the analysis from the VQC model was utilized as
a starting point to select the best combinations of feature
maps and ansatzes. For the quantum component, a Quan-
tum Neural Network (QNN) was developed using Qiskit’s
EstimatorQNN. It allows for the construction of a QNN
using parameterized quantum circuits. Unlike VQC, which
is specifically designed for classification and includes several
predefined elements for that purpose, EstimatorQNN requires
more manual configuration. The hybrid network was optimized
using the Adam optimizer.

2) Results: From the results obtained with a noiseless
simulator in Table XIV, it emerges that the use of simpler
circuits contributes to optimizing the performance of the
hybrid network. With 3 qubits, a good performance value was
achieved was with an accuracy of 93.1%. However, transi-
tioning from 3 to 5 qubits, combined with a lower number of
repetitions in the circuit, led to the overall best performance
of the model, with 95.4% of accuracy and 96.9% of F1-score.
Analyzing this optimal configuration under noisy conditions,
reported in Table XV, reveals that the results are highly
dependent on the backend used. For instance, in the case of
FakeLagos, there is a noticeable drop in performance, likely



Ansatz ZZFeatureMap PauliFeatureMap
Linear | Full | Circular | Z Y XZ ZX YZ ZY | ZYY | Z, XX | Z,Y,ZZ
Real Amplitudes 85,04 92,48 84,19 88,75 | 91,54 | 82,18 | 75,40 | 89,62 | 89,74 | 86,13 78,90 83,93
EfficientSU2 | 90,57 | 90,81 | 90,81 | 8844 | 91,82 | 82,28 | 83,01 | 90,55 | 86,32 | 93,17 | 89,13 | 90,26
TwoLocal 86,03 84,78 88,23 81,45 | 91,54 | 84,10 | 80,86 | 84,03 | 84,62 | 86,20 75,99 81,76
PauliTwoDesign 87,24 82,99 87,36 81,99 | 83,32 | 86,08 | 76,84 | 79,14 | 79,77 84,64 70,65 77,65
TABLE XI: Best accuracy for each ansatz
Best configurations COBYLA SPSA NFT NELDER MEAD | POWELL
q=3, ZZ (Linear), EfficientSU2, r=2 91,23% 89,10% 90,10% 85,18% 87,43%
=3, Pauli [Y], RealAmplitudes, r=2 91,54% 91,47% | 91,54% 88,42% 83,06%
g=95, Pauli [Z, YY], EfficientSU2, r=2 91,11% 92.,79% 90,17% 81,73% 86,29%
q=3, ZZ (Circular), EfficientSU2, r=2 90,81% 92,13% 94,18% 94,21% 89,84%
q=3, Pauli [Z,Y,Z7Z], EfficientSU2, r=3 90,26% 93,00% 93,60% 92,98% 93,57%
q=4, ZZ (Full), RealAmplitudes, r=3 92,48% 81,43% 83,25% 85,99% 82,37%
TABLE XII: Best VQC configuration with several optimizers
85 ‘ ‘ ‘ ‘ Configuration Fake Nairobi Fake Lagos Fake Perth
[ Acc: 82.42% Acc: 78,76% Acc: 90,95%
DorEPs=100REPS=2/IREPS=3 3 o QUBIT, 22 | preciion: 91.02% | Precision: 90.730% | Precision: 96.54%
EfﬁcierﬂSUZ (i(EPS=2) Recall: 84,79% Recall:79,66% Recall: 91,13%
COBYLA | Fl-Score: 87,80% F1-Score: 84,83% F1-Score: 93,76%
Acc B: 80,14% Acc B: 77,90% Acc B: 90,78%
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80 77.99 78, ZME’ furepﬁgBIT’ [Y]Path;Z: Precision: 90.97% | Precision: 9199% | Precision: 90.23¢%
s Je ull . N Recall: 97,40% Recall: 97,15% Recall: 97,75%
. 7.5 aclégglﬁd“(REPS‘z)’ Fl-Score: 94,08% | Fl-Score: 94,50% | Fl-Score: 93,84%
5 75.5 75.94 Acc B: 84,54% Acc B: 86,18% Acc B: 83.37%
o~ — ) " S Acc: 91,05% Acc: 91,07% Acc: 91,05%
s 75| 74.41 » 3 QUBIT Paulifea | () &6 70144% | Precision: 91,44% | Precision: 91,44%
5 735 731@85 tureMap [Y], RealAmpli- recision: 91,44% recision: 91,44% recision: 91,44%
3 73.02 > Recall: 97,08% Recall: 97,12% Recall: 97,08%
< tudes(REPS=2), SPSA FI Score: 94,18% F1 Score: 94,19% FI Score: 94,18%
Acc B: 8522% Acc B: 85,23% Acc B: 8522%
70.2 : Acc: 84.17% Acc: 74,56% Acc: 74,56%
701 o fureN%gBlT’ z Pml‘f\e{z}' Precision: §7.87% | Precision: 74.56% | Precision: 74.56%
Y " epa_n | Recall: 91,38% Recall: 100% Recall: 100%
lsilf)hsientSU2 (REPS=2), Fle?Sacore: 89,59% Fic-CSacore: 85,42% F‘le?Sacore: 85,42%
Acc B: 77,21% Acc B: 50,00% Acc B: 50,00%
Acc: 88,16% Acc: 74,56% Acc: 74.56%
fureMSI(ng; Jar) ZZFea- | il on 9331% Precision 74,56% Precision 74,56%
65 f f f f EfﬁcierﬁSUZ(REP’S—3) Recall: 90,62% Recall: 100% Recall: 100%
deS U'Z a\ “of NELDER MEAD 0 F1-Score: 91,95% F1-Score: 85,42% | F1-Score: 85,42%
\ Amp\'ml Eﬁ{\d‘e“‘s TWOLOC \(TWO Des'® - Acc B: 85,79% Acc B: 50,00% Acc B: 50,00%
e WA .
® v TABLE XIII: VQC performance of best configurations on
Ansatz Fake Nairobi, Fake Lagos and Fake Perth

Fig. 8: Ansatz average performance for r=1, r=2, r=3.

due to greater sensitivity to errors in two-qubit gates given
PauliFeatureMap ["ZY”] and EfficientSU2, while FakePerth
maintains a consistent level of performance, achieving an
accuracy of 94.2% and an Fl-score of 92.4%.

V. FINAL ANALYSIS AND DISCUSSION

Best results for each QML algorithm are summarized in
Table XVI and Table XVII respectively for noiseless and
noisy simulations. Pegasos-QSVC stands out for achieving the
best overall performance than VQC. This result highlights the
efficiency of simpler, optimization-focused approaches when
compared to more complex variational models. VQC also
delivers strong results in both noiseless and noisy simulations,
with competitive accuracy and F1-scores. However, their per-
formance is highly sensitive to parameters like qubit count,
circuit depth, and optimization methods, requiring systematic

testing to identify optimal configurations. The hybrid neural
network performs well in noiseless simulations, showcasing
the benefits of combining classical and quantum paradigms
for robust and efficient models. However, these results do not
always translate to noisy environments, where performance
can drop significantly for certain backends. Despite these
challenges, the model achieved 95.44% accuracy and an F1
Score of 96.94% on the FakePerth backend, showcasing its
robustness even under some noisy conditions.

In general, the performance of QSVC, VQC, and hy-
brid quantum-classical networks is heavily influenced by the
noise characteristics of the simulated quantum backends. For
FakeLagos exhibits greater sensitivity to errors in two-qubit
gates, leading to poorer performance with highly entangled
feature maps like some PauliFeatureMap and complex vari-
ational forms like EfficientSU2, but good performance with
simpler feature maps and ansatz. In contrast, FakeNairobi



Noiseless simulation
Acc: 83,7%
Precision: 90,3%
Recall: 68,1%
F1-Score: 71,6%
Acc: 93,1%
Precision: 92,3%
Recall: 89,1%
F1-Score: 90,5%

Configuration

3 QUBIT, PauliFeatureMap ["Z”, ”YY”], RealAm-
plitudes (reps=3)

3 QUBIT, PauliFeatureMap ["YZ”], EfficientSU2
(reps=2)

3 QUBIT, PauliFeatureMap ['Z”, “YY”], Effi- | Acc: 93,1%
cientSU2 (reps=2) Precision: 92,3%
Recall: 89,1%
F1-Score: 90,5%
3 QUBIT, PauliFeatureMap [’ZY”], TwoLocal Acc: 74,6%

Precision: 37,3%
Recall: 50,0%
F1-Score: 42.7%
Acc: 93,0%
Precision: 92,2%
Recall: 89,1%
F1-Score: 90,5%
Acc: 93.1%
Precision: 92.2%
Recall: 89.1%
F1-Score: 90.5%
Acc: 95,4%
Precision: 96,9%
Recall: 96,9%
F1-Score: 96,9%

(reps=3)

5 QUBIT, PauliFeatureMap [’Y”], RealAmplitudes
(reps=3)

3 QUBIT, PauliFeatureMap ["Z2Y”], EfficientSU2
(reps=2)

5 QUBIT, PauliFeatureMap [’ZY”], EfficientSU2
(reps=1)

Performance
Accuracy: 95,61%
Precision: 97,11%

Recall: 96,99%
F1 Score: 97,05%
Accuracy: 94,21%
Precision: 96,46%

Recall: 95,75%
F1 Score: 96,10%
Accuracy: 95.44%
Precision: 96.96%

Recall: 96.93%
F1 Score: 96.94%

Configuration

PegasosQSVC - 6 QUBIT, PauliFea-
tureMap [Z,XX], reps=2)

vQC - 3 Z7Fea-
tureMap(Circular), Effi-
cientSU2(REPS=3), NELDER_MEAD

QUBIT,

Hybrid Quantum-Classical Neural Net-
work - PauliFeatureMap [Y], 5 QUBIT,
reps=1, ADAM

TABLE XVI: Best configuration for each model without noise

Performance
Accuracy: 93,05%
Precision: 95,43%

Recall: 97,18%
F1 Score: 93,73%
Accuracy: 91,57%
Precision: 91,99%

Recall: 97,15%
F1 Score: 94,50%

Configuration

PegasosQSVC -
tureMap, (reps=1)

5 QUBIT, ZFea-

VQC - 3 QUBIT, PauliFeatureMap
[Y], Real Amplitudes(reps=2),
COBYLA

5 QUBIT, PauliFeatureMap[”Z”, ”YY”], Effi- Acc: 88,5%
cientSU2 (reps=2) Precision: 88,5%
Recall: 88,1%
F1-Score: 83,1%
6 QUBIT, ZZFeatureMap(Full), EfficientSU2 Acc: 74,6%

Precision: 37,3%
Recall: 50,0%
F1-Score: 42.7%

(reps=2)

TABLE XIV: Hybrid quantum-classical network noiseless
performance on best configurations

Configuration Fake Nairobi Fake Lagos Fake Perth
5 QUBIT, PauliFea- | Acc: 90.0% Acc: 86.8% Acc: 94.2%
tureMap [’zY”], | Prec.: 89.9% Prec.: 87.2% Prec.: 93.1%
EfficientSU2 (reps=1) Rec.: 83.4% Rec.:77.0% Rec.: 91.7%
F1-Sc.: 85.9% | F1-Sc.: 80.3% | F1-Sc.: 92.4%

TABLE XV: Hybrid quantum-classical network performance
of the best configuration on Fake Nairobi, Fake Lagos and
Fake Perth

and FakePerth handle noise more effectively, showing better
performance on circuits requiring significant entanglement,
such as ZZFeatureMap. The results suggest that once the
real quantum machine for training is selected, it is useful
to assess the machine’s resistance to two-qubit gate errors in
order to decide the circuit structure to execute. Specifically,
machines more sensitive to these errors may require circuits
with less entanglement, while machines less prone to errors
can handle more complex circuits with greater entanglement.
There is also a significant advancement in the state of the
art for purely quantum machine learning in anomaly detection
under noisy conditions using Pegasos-QSVC with 5 qubits,
a ZFeatureMap, and reps=1. This configuration achieved an
accuracy of 93.05% and an Fl-score of 93.73%, surpassing
the current state of the art, which reports an accuracy of 89.7%
and an Fl1-score of 86%.

Accuracy: 94.2%
Precision: 93.1%
Recall: 91.7%
F1-Score: 92.4%

Hybrid Quantum-Classical Neural Net-
work - PauliFeatureMap [Y], 5 QUBIT,
reps=1, ADAM

TABLE XVII: Best configuration for each model with noise

VI. CONCLUSION AND FUTURE WORK

In this work, three QML models, QSVM, VQC, and a
custom hybrid quantum-classical neural network, have been
analyzed for their application in intrusion detection in net-
works. The approach presented includes fine-tuning various
hyperparameters, such as the number of qubits, repetitions,
feature maps, ansatz structures, and optimizers. The best
configurations were further tested on IBM’s noisy simulators
to evaluate the models’ effectiveness under realistic conditions.
Pegasos-QSVC reaches an accuracy of 93.05% and the hybrid
quantum-classical model reaches an accuracy of 94.2%. These
results highlight the potential of QML in tackling real-world
challenges in intrusion detection, even in environments where
noise significantly impacts performance. Future research could
focus on expanding the range of datasets, enhancing the un-
derstanding of QML’s scalability and applicability. Moreover,
when the use of real quantum machine will be more affordable,
integrating QML models with real quantum hardware could be
an opportunity to have a real result of the models tested.
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